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Introduction 

The Cloud - we are all thinking about it. If you're even remotely associated with IT Management, you can't 

escape the barrage of marketing dedicated to The Cloud these days. Many of the ideas floating around 

about The Cloud sound like big shifts from where we are in real world IT today. The information overload 

can be tough to parse through and extract meaningful, practical value from. This white paper focuses on 

the practical application of IT Analytics to help you analyze performance of your Private Cloud. More 

specifically, if we break down the pieces of what is referred to as a Private Cloud, we can find a number 

of elements that most IT environments share today. Most companies are using Hypervisors from VMware 

or Microsoft to some degree, and making sure they are getting positive ROI on those investments is high 

on their list of management concerns as they look to virtualize more and more of their infrastructure.  

The Challenge 

At Bay Dynamics, we have recently made investments in our Private Cloud, and it wasn’t long before we 

managed to find ourselves out of capacity again. Did we really hit a wall that fast? Are we using this new 

infrastructure effectively? We needed solid insight to understand what was happening with our virtual 

infrastructure to gain control of the situation, ensure we were not being wasteful, and make informed 

decisions to drive up there on our recent investments. We wanted to see health, availability, and 

performance details, and be able to answer questions like:  

 

- What resources do we have available? 

- How is our environment using resources? 

- Where can we recover performance or space to maximize our ROI? 

- Where is our environment performing well or poorly?  

 

The first step was to implement good management tools to collect the information we needed to make 

those decisions, and we chose Microsoft System Center as that foundation. We are using System Center 

Operations Manager (SCOM) and System Center Virtual Machine Manager (VMM) to manage our virtual 

infrastructure, which is a combination of VMware ESX and Hyper-V hosts. In order to collect a rich set of 

data about our hosts and VMs, we leveraged a few specific Management Packs (MP) in addition to the 

core SCOM MPs - two from Microsoft and another from Veeam for detailed VMware data. Descriptions of 

these MPs include:  

 

The System Center Virtual Machine Manager 2008 Management Pack for System Center Operations 

Manager 2007 monitors availability of all components of VMM 2008 and the availability, health, and 

performance of all virtual machines and virtual machine hosts that VMM manages. 

 

The Windows Server Hyper-V Management Pack monitors the availability of Hyper-V components and 

services. The Hyper-V Management Pack enables two monitoring scenarios: monitoring the host 

computer that is running Hyper-V and monitoring the virtual machines that are running on the host 

computer. 

 

The Veeam nworks Management Pack for VMware for Microsoft System Center Operations Manager 

integrates VMware Virtual Infrastructure performance, event, and configuration data into SCOM to 

provide rich and detailed information on the status of vCenter, the managed ESX hosts, and the Virtual 

Machines.  
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With SCOM tuned up and collecting the information we need, now we can focus on turning that raw data 

into actionable intelligence using IT Analytics for Microsoft System Center. The purpose of this technical 

white paper is to expose you to our commitment to "eat our own cooking" and use IT Analytics cubes to 

gain insight into what's happening with our virtual infrastructure. The remainder of this paper will highlight 

real world scenarios that we faced at Bay Dynamics, and how we used IT Analytics to make good 

decisions to more effectively manage our Private Cloud infrastructure. The end goal is to enable you to 

use IT Analytics to analyze the performance and better manage your Private Cloud in a similar fashion to 

what we have done here at Bay Dynamics. 

Exploring the Private Cloud Environment 

Where do we begin? The first thing that we want to look for is patterns in the SCOM Alerts to see if 

there's anything we should be concerned about. We don't really know what we are looking for, this is 

more of a discovery exercise to explore the Alerts cube and see where that takes us.  

 

We start with opening the SCOM Alerts cube and dragging and dropping some measures and attributes, 

and before long we end up with the view below in Figure 1: 

 

 
Figure 1 

Note that we added the measures ‘Entity Count’ and ‘Alert Count’, which will show us the total number of 

entities generating alerts with certain criteria, as well as the total number of Alerts. We also added the 

Alert Severity on Columns, and then filtered down to Alerts that happened in 2011 only and added the 

Month name to the rows.  

 

The first thing we note is that the number of entities creating critical alerts grew substantially from March 

to April, with an associated growth in alerts. But from April to May, the number of entities generating 

critical alerts grew by only 50% yet there's about six times as many Alerts that we are generating. That 

was an interesting discovery. We wonder why? Now we want to know what Management Pack is 

generating all of these alerts to see if that will give us any additional insight. So, we drag in MP Name 

from our field list, and sort the Alert Count descending.  See Figure 2 below. 
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Figure 2 

 

We can see that the bulk of these Alerts came from the Veeam nworks VMware MP, which needs further 

analysis. Now that we've found something else we want to dig into, we would like to break down the alerts 

from that nworks MP further. We do this by right clicking on the nworks VMware VEM MP name, choose 

Filter Selection, and drag that into the filter fields next to my year. We then drag the Management Pack - 

Object Name onto the Rows area to break down that nworks MP one level deeper. See Figure 3 below. 

 
Figure 3 
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The results are very interesting, most are VM Balloon Memory issues. We need to determine when those 

happened.  To analyze this question, we drag in the Alert Date. See Figure 4 below. 

 

 

 
Figure 4 

Now we can see the days this occurred; a few days at the beginning of May, then nothing after May 10
th
. 

Is that correct? Why the abrupt stop? Either we had remediated the issues or data is simply not flowing 

properly. Now we are concerned about the fact that we haven’t seen data since May 10
th
. In order to learn 

more, we proceed to remove the Management Pack - Object Name to confirm that we were still receiving 

data from the MP. Figure 5 below displays the cube after we remove the MP Object Name. 
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Figure 5 

 

We are able to confirm that we are still getting Alerts from that MP up to May 22
nd

. This is a good sign 

regarding the health of our SCOM Agents picking up data from the nworks MP. Now we can go back to 

worrying about the memory issue. Are there any particular machines? 

We add the Object Name back in, filter on the VM Balloon Memory object, as well as filter to show only 

critical alerts. After some dragging and dropping we arrive at what you see in Figure 6 below. 
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Figure 6 

 

This shows a significant number of VMs. The issue is clearly not isolated to just a few. We would like to 

visualize this a bit better and see just the top alert generators in a chart. See Figure 7 below. 
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Figure 7 

 

We wanted to save this and share it with our VMware Administrator. So, we click save. See Figure 8 

below. 

 

 
Figure 8 

 

Now our VMware Admin can open the cube and see what we see, and we can talk through it together. 

We would also like to keep this view handy in Excel. To do so, we flip back and click the Table button and 

click the Export to Excel button. See Figure 9 below. 
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Figure 9 

 

By exporting to Excel, we open the same view of the cube in Excel, and can continue our exploration from 

here and save the results as an Excel worksheet on our workstation or laptop to review in more detail 

later. See Figure 10 below. 

 

 
Figure 10 
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That concludes our exploration of our Private Cloud. We covered a lot of ground in a short period of time, 

all using ad-hoc cube analysis without writing a single SQL query. We started out with only the question 

"how are we doing?" in mind, and as we explored the cube we uncovered valuable insight into our virtual 

machine behavior over the last month. This type of discovery is a core value of leveraging IT Analytics 

Cubes as part of a well-managed Private Cloud. 

CPU and Memory Performance in the Private Cloud 

This section focuses on how we used IT Analytics to analyze the performance of our Private Cloud at Bay 

Dynamics. In the previous section, we uncovered a big spike in critical memory balloon alerts in early May 

reported from our nworks VMware Management Pack in System Center Operations Manager. Our 

VMware Admin assured us that all is good and a shift in workload pressed the overcommitted memory on 

our ESX Cluster. As a result, we would like to take a closer look at performance on that cluster and see 

what has been happening.  

 

To start, we open our SCOM Performance Cube and begin by dragging and dropping our way to find the 

VMware ESX Servers we are concerned about, as well as filter down to pick a couple of specific counters 

out of the nworks MP. The resulting cube view is below in Figure 11, showing the minimum, average, and 

maximum value for CPU and Memory Used counters for the three ESX hosts in our cluster. 

 

 
Figure 11 

 

Now we want to visualize this cube view in a chart. With two clicks from this position we have changed to 

Chart mode and turned on the multiple chart option, so we could segment the CPU and Memory 

counters. See Figure 12 below. 
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Figure 12 

 

This is much easier to look at. At first glance, no major anomalies pop out at us, other than the fact that 

one of our three hosts has a lighter CPU workload. It’s interesting to note that the Memory Used 

Percentage stays above 90% on average for all of the hosts, which is consistent with the report from our 

VMware Admin who had confirmed that we are over-committing the memory on that cluster and the 

memory balloon alerts had indicated a shift in allocation of resources as we moved things around. Seeing 

the memory stay high is consistent with his explanation, but we still want to drill in and look at some 

specific dates. 

We then right click on one of the hosts right in the chart and choose the drill-into option, which shows us 

the same counters by date in May. See Figure 13 below. 
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Figure 13 

 

Again, things look fairly consistent, and we are feeling better about the overall health of our ESX Hosts 

over the last month. We will definitely hang on to these views though so we can continue to keep an eye 

on how things are going moving forward.  

 

We feel empowered. We trust our staff, but we are no longer dependent on our VMware Admins to 

answer simple questions about how we are doing, and they can free up the hours a week they're 

spending writing queries and assembling data for us and focus on getting more important things done. 

Disk Utilization in the Private Cloud 

In the previous section we focused on analyzing CPU and Memory performance for our ESX Cluster. We 

will now turn our attention to Disk utilization metrics for our VMware Data stores.  

 

Again, we start with opening our SCOM Performance Cube. First, we filter to look at only data coming 

from the nworks VMware MP. This makes it easy to pinpoint the Data store Performance Rules, including 

Disk Free (KB) and Disk Percentage Used. Adding in the Minimum, Average, and Maximum measures as 

well as the entity names for the Data stores, we arrive at the following view in Figure 14 below. 
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Figure 14 

 

We were very impressed with the CPU and Memory charts from the previous section.  So, we will use the 

same approach here. A few clicks, and we now have the following view in Figure 15. 

 

 
Figure 15 

This provides us great insight. By visually analyzing the Disk Space Free and Disk Percentage Used, we 

can see that Datastores ESX1 and ESX2 have stayed consistent over this time period, whereas ESX3 
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and ESX4 both saw their free space essentially go to zero for a portion of the same time period. It is also 

very clear that the bulk of the remaining disk capacity is on ESX5. We would like to drill one level deeper, 

though.  This will allow us to see how much space each of those Datastores still has available, as well as 

see if there is any additional insight to be gained by observing the change in space used over time. After 

adding in the ‘Date’ attribute and drilling in specifically on the diskFree counter, we can now see Figure 16 

below. 

 

 
Figure 16 

 

It looks like we actually freed up some space over the last few weeks. We had asked our team to keep an 

eye out for non-production class VMs that we could shift out of our expensive ESX infrastructure over to 

our less expensive ESXi hosts to make room for upcoming initiatives. We can now see the progress with 

our own eyes. 

 

Now that we have effectively analyzed our VMware environment, we can turn our attention to 

investigating the performance of our Hyper-V hosts.  

 

We start with opening our SCOM Performance Cube and we refine the metrics to data coming from 

System Center Virtual Machine Manager by choosing the MP named "System Center Virtualization 

Reports 2008". Adding the Entity Count and Sample Count to the pivot table gives us a high level picture 

of how much data we are collecting from different objects within that MP. We have a lot to choose from in 

Figure 17, including information on virtualization candidate servers, Hyper-V hosts, VM guests, and 

VMware ESX servers. 
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Figure 17 

In this case, we only want to look at our Hyper-V hosts, so we will multi-select those five objects, right 

click, and filter our results to that selection as shown in Figure 18 below. 
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Figure 18 

Next, we add the actual host name to the table and we can see the six Hyper-V hosts we are collecting 

performance metrics for with this MP in Figure 19. 

 
Figure 19 



Leveraging IT Analytics for Your Private Cloud | Technical White Paper  Page 17 of 37 
 

Now that we have a good set of metrics and hosts, we want to change our measures to show the actual 

minimum, average, and maximum values of each as shown in Figure 20. 

 
Figure 20 

Now we have some real numbers to evaluate. To make the analysis easier, we would like to see this as a 

chart. Choosing the Chart option at the top of the cube window and adjusting the options to split that into 

three charts by Counter, we now have a much more visually informative perspective as shown in Figure 

21 below. 
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Figure 21 

We see that one of the hosts, svsfhypv002, has the most available memory as well as good free space, 

but also has the highest variance in CPU % total run time. We would like to drill into that further and see 

that data over time to help us determine if this host is a good candidate for a new set of VMs we need to 

provision. Let us look at the results in Figure 22. 

 
Figure 22 
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Based on the data in Figure 22, it looks like our Hyper-V environment was stable in April with high 

available space and low CPU utilization; but, there was a big change in May. Our next thought is to see 

that % free space broken down by specific day to see the recent trend. Dragging in the date, we see the 

% Free Space over a specific time period in Figure 23. 

 
Figure 23 

Clearly there was additional load added to this server in early May. Fortunately, we still have over 75% of 

the disk free and this is still a good candidate to host new Hyper-V VMs. 

As was shown above, by leveraging our IT Analytics SCOM Performance cube, we were able to analyze 

trends in a fluid way, asking and answering our own questions on the fly in a matter of minutes. No 

guessing and no waiting. We have the information we need to make good decisions about loading and 

capacity of our virtual infrastructure! 

Converting Analysis into Measurement 

In the previous two sections, we had focused on analyzing CPU, Memory, and Disk performance for our 

ESX infrastructure. We were able to quickly drag and drop our way to the performance views we had 

been looking for, and visualize them in interactive charts. Now we want to look at our performance from a 

different angle. We saved all of the views we had previously created, but we want a single scorecard 

where we could see at a glance how we are doing and if things are getting better or worse. Time to create 

a Key Performance Indicator  
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We would like to create a new Key Performance Indicator (KPI) to keep an eye on the average percent of 

memory in use for the three hosts in our ESX Cluster. We start by loading a saved pivot view from a 

previous section (Figure 11 above), then highlight the Average measure for memoryUsedPct that 

encompasses all three ESX hosts, as shown in Figure 24 below.  

 

 
Figure 24 

 

With that cell highlighted, we click the New KPI button on the toolbar. This opens the Key Performance 

Indicator editor and populates the Value Expression with an MDX query (cube speak for SQL statement) 

that represents the value we highlighted on the pivot table. This is shown in Figure 25 below. 
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Figure 25 

 

Taking a step back, what we really want to see in our scorecard is a KPI for the percent of memory 

available, whereas the cell we had selected was the percent of memory used. Simple enough, we add 

"100 - " in front of the value expression to flip the number. We also want to use 10% as a baseline, so we 

enter the value 10 as our Goal Expression. As a status, to determine whether we are doing good or bad, 

we select the predefined expression "Percentage of Goal". Otherwise we could've written more complex 

conditions for determining status. We want to see if this number is going up or down over time, so we 

choose the predefined Trend Expression "Compare Current Period to Previous Period". Now we need to 

decide how long of a period we want to compare. We only have approximately one month of data from 

our nworks Management Pack, so we are going to look at week over week for now and enter 7 as the 

number of days in the period of comparison. We will choose "Status Arrow - Ascending" as our trend 

graphic. That gives us a green arrow if the trend for the percent of memory available increases, and a red 

arrow if the percent of memory available decreases. Finally, let us call this KPI "VMware Cluster Pct 
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Memory Available". After saving our KPI and navigating to the IT Analytics Key performance Indicators 

page, we now see our new KPI side by side with several others that come out of the box with IT Analytics 

in Figure 26 below.  

 

 
Figure 26 

 

Overall, we are at 8.52% memory available on that set of ESX hosts. According to our target, we are 

doing ok, but not great. We also see that trend is going down, so we need to keep an eye on that. The 

good news is we can easily do just that by checking our KPIs all in a single scorecard. 

Monitoring Alerts in the Private Cloud 

In this section we will revisit the topic of monitoring the Alerts coming from our VMware infrastructure, as 

reported by the nworks Management Pack. We want to create a new SQL Server Reporting Services 

(SSRS) report that we can view either inside the System Center console or externally through a Web 

browser.  

 

We will start by launching the Report Builder from the IT Analytics Configuration Manager shown below in 

Figure 27:  
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Figure 27 

For anyone that has created their own SSRS reports for SCOM or System Center Configuration Manager 

(SCCM), the experience is essentially the same with one major difference - no writing SQL! Once Report 

Builder opened, we chose New Report, and selected "Create a dataset" as shown in the following dialog 

in Figure 28 below:  

 

 
Figure 28 
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We navigate to the SystemCenter/Service Manager folder, and from here we have a few options. IT 

Analytics based reports can start from either the IT Analytics Model, which is an SSRS Report Model that 

will work with older versions of Report Builder. For this example, we will start with the IT Analytics Data 

Source directly shown in Figure 29 below. 

 
Figure 29 

This is where things are VERY different than the status quo for SCOM reports. Instead of writing a SQL 

query (we will spare the commentary about the complexity and risks involved), we select the SCOM Alerts 

cube and literally drag and drop the measures and attributes we want from our dataset. In this case, we 

added the Management Pack name as a filter and restricted it to only show the nworks MP, then added 

Alert Count, Date, Severity, Host name, and the actual name of the alert. See Figure 30 below. 
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Figure 30 

Getting a good data set is where almost everyone typically struggles. The next part is the same 

regardless of where the dataset comes from. We assembled the output of our dataset into a chart and a 

table as shown in Figure 31 below:  

 

 
Figure 31 
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We save the new report alongside our other SCOM Alert related reports on the SSRS instance used by 

System Center Service Manager in the Configuration Manager folder as shown in Figure 32 below.  

 

 
Figure 32 

 

After doing so, our new report shows up automatically in the System Center Service Manager Console. 

See Figure 33 below. 
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Figure 33 

Finally, as shown in Figure 34 below, opening the report gives us a great looking chart of Alerts by 

Severity, and a detailed table that breaks that down further by ESX Host, Alert Name, and the date the 

alerts were raised. 
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Figure 34 

That was easy, and it was FAST! Not only fast to author, but also very fast to render, since the report 

used IT Analytics cubes as its source. We created a visually informative SQL Server Reporting Services 

report with very specific criteria on our own in just a few minutes. We used to have to pull our SQL guys 

off of what they were doing and have them go search around the Operations Manager Data Warehouse 

(DW) until they figured out what we were looking for. With a bit of luck and a lot of experience with the 

schema, they were able to get us what we needed within a few days. Not anymore, now we are able to 

make new reports, and update existing ones, any time we need them. 

Private Cloud SharePoint Dashboards 

So far in this white paper, we have explored IT Analytics cubes in many ways, and drag and dropped our 
way to insightful Pivot Tables and Charts that helped us understand how our VMware infrastructure is 
performing. We also created Key Performance Indicators and SQL Server Reporting Services reports to 
help communicate key metrics. Now we are going to tie everything together and create a SharePoint 
Dashboard to allow others to take advantage of our IT Analytics cubes directly from within our corporate 
SharePoint portal.  
 
The prerequisite for this scenario is an installation of SharePoint 2010 Enterprise. This gives us the ability 
to create a new SharePoint Site using the Business Intelligence Center template, and from that site we 
can take advantage of the recent inclusion of PerformancePoint Services and the Dashboard Designer. 
The screen below in Figure 35 shows the home of a Business Intelligence Center.  
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Figure 35 

 
Clicking the link labeled "Start using PerformancePoint Service", we arrive at the following page, from 
which we can launch the PerformancePoint Dashboard Designer as shown in Figure 36 below. 
 

 
Figure 36 

 
After launching the Dashboard Designer, we are ready to start creating dashboard content. Our first 
action is to create a Data Connection to one of our IT Analytics Cubes so we can use it as the source of 
information for the dashboard. Once our Data Connection is configured, we are ready to choose from the 
following types of dashboard content - shown in Figure 37 below. 
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Figure 37 

 
Our first dashboard item will be an Analytic Chart. Using the same drag and drop design technique we 
have highlighted throughout this series, we configured the following chart to show alerts by severity, 
filtered to only show VMware alerts reported from the nworks MP. Notice the range of chart types and 
other options we have available to us. For this chart, we want to do a Stacked Bar Chart, shown in Figure 
38 below. 
 

 
Figure 38 

 
Next we will create an Analytic Grid using a similar approach. In this grid we want to see the number of 
VMware alerts by name, and we want to sort that list descending so the most common alert type shows at 
the top, as shown in Figure 39 below. 
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Figure 39 

 
Now that we have a few items to use in our dashboard, let us go ahead and create one. After clicking the 
new dashboard button, we chose a 2-column template, as shown in Figure 40 below. 
 

 
Figure 40 

 
Now we can arrange our two dashboard bits by dragging them into the zones on the dashboard template, 
as shown in Figure 41 below. 
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Figure 41 

 
Before we finish though, we'd like to add another page to this dashboard that hosts the custom SSRS 
report we created in the Monitoring Alerts section of this white paper. We choose Reporting Services from 
the content creation ribbon, enter our server name, and choose our custom report from the list, as shown 
in Figure 42 below. 
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Figure 42 

 
With that added to our PerformancePoint Content listing, we add a new page to our VMware Alert 
Dashboard with one zone and drag the custom report into place, as shown in Figure 43 below. 

 

 
Figure 43 

 
That is everything we want on our dashboard for now. After deployment, we can now navigate to the 
dashboard on our SharePoint Site and see it live. See Figure 44 below. 
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Figure 44 
 
Unlike many other dashboards, PerformancePoint dashboards are highly interactive when we use IT 
Analytics Cubes as a source for the charts and reports. At first glance, the VM Balloon Memory Usage 
alert pops out at us again, and we want to drill into it further. We can right-click on the Alert Count cell and 
choose Decomposition Tree to do further analysis. See Figure 45 below. 
 

 
Figure 45 

 
After opening the Decomposition Tree we can explore our IT Analytics SCOM Alerts Cube directly from 
within our SharePoint site and drill down, level by level, "decomposing" the data by adding criteria one at 
a time. The Decomposition Tree is a great example of the powerful capabilities built into SharePoint 
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specifically to leverage OLAP cubes. This is shown in Figure 46 below. 
 

 
Figure 46 

 
Analytic Grids are not the only place we can further slice the data. Figure 47 below shows how we can 
right-click on a value in an Analytic Chart and drill down to an attribute such as the Host Name to get 
further insight without leaving the browser. 
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Figure 47 

 
Finally, let us examine how that custom SSRS report that uses our SCOM Alerts cube looks in our 
dashboard. Choosing the link at the top of the page to navigate to our report, we can now see the report 
we had designed by dragging and dropping attributes from our SCOM Alerts cube directly within 
SharePoint.See Figure 48 below. 
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Figure 48 

Conclusion 

The combination of IT Analytics, System Center, and SharePoint has proven to be a very flexible and 

powerful platform to create a Business Intelligence portal to help manage our Private Cloud. We can 

create visually informative charts and graphs that we can drill into for additional insight, and share them 

with others in our organization. We can even leverage the familiar SharePoint portal to share this 

information with everyone on our team.   

We accomplish all of this without having to ask our DBAs to toil over complex business questions that 

they may or may not be successful in fully answering for us. No longer do we have to guess or be left with 

partial responses that are often outdated. 

IT Analytics for Microsoft System Center empowers us with knowledge about the health, availability, and 

performance of our Private Cloud and Virtualization environment. 
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