Leveraging IT Analytics
for Your Private Cloud

Technical White
Paper

IT Ana IyticsTM VERSION 2.0

6/1/2011

for Microsoft® System Center




Contents

T (oo (U1t i o] o DO OO PP PP POPPPPPPPPPPTOPPRPN 2
THE CRAIIENGE ...t e ekt e e ek et e e e e a b et e e e aa b et e e e s be e e e e anbe e e e e anbreeeeanee 2
Exploring the Private Cloud ENVIFONMENT .........oiiiiiiiieiiiiii ettt e e e e e e s nnneeas 3
CPU and Memory Performance in the Private CloUd .............coviiiiiiiiiiiiie e 10
Disk Utilization in the Private ClOUM ............coiiiiiiiii et 12
Converting Analysis iNt0 MEASUIEIMENT ......cciiiiiieiiiiie ettt e et e e e st e e e e s snbe e e e e anbeeeeeanees 19
Monitoring Alerts in the Private ClIOUG...........c.uuiii e 22
Private Cloud SharePoint DashDOArAS ...........cocviiiiiiiiieiii e 28
1670] 4 [o) [ =3 T o PP PR PPPRPP 37

Copyright © 2011 Bay Dynamics Corporation. All rights reserved. Bay Dynamics and the Bay Dynamics and IT Analytics Logos are
trademarks or registered trademarks of Bay Dynamics Corporation. All trademarks are the property of their respective owners.

Leveraging IT Analytics for Your Private Cloud | Technical White Paper Page 1 of 37



Introduction

The Cloud - we are all thinking about it. If you're even remotely associated with IT Management, you can't
escape the barrage of marketing dedicated to The Cloud these days. Many of the ideas floating around
about The Cloud sound like big shifts from where we are in real world IT today. The information overload
can be tough to parse through and extract meaningful, practical value from. This white paper focuses on
the practical application of IT Analytics to help you analyze performance of your Private Cloud. More
specifically, if we break down the pieces of what is referred to as a Private Cloud, we can find a number
of elements that most IT environments share today. Most companies are using Hypervisors from VMware
or Microsoft to some degree, and making sure they are getting positive ROI on those investments is high
on their list of management concerns as they look to virtualize more and more of their infrastructure.

The Challenge

At Bay Dynamics, we haver ecent |l y made investments in our Private C
managed to find ourselves out of capacity again. Did we really hit a wall that fast? Are we using this new

infrastructure effectively? We needed solid insight to understand what was happening with our virtual

infrastructure to gain control of the situation, ensure we were not being wasteful, and make informed

decisions to drive up there on our recent investments. We wanted to see health, availability, and

performance details, and be able to answer questions like:

- What resources do we have available?

- How is our environment using resources?

- Where can we recover performance or space to maximize our ROI?
- Where is our environment performing well or poorly?

The first step was to implement good management tools to collect the information we needed to make
those decisions, and we chose Microsoft System Center as that foundation. We are using System Center
Operations Manager (SCOM) and System Center Virtual Machine Manager (VMM) to manage our virtual
infrastructure, which is a combination of VMware ESX and Hyper-V hosts. In order to collect a rich set of
data about our hosts and VMs, we leveraged a few specific Management Packs (MP) in addition to the
core SCOM MPs - two from Microsoft and another from Veeam for detailed VMware data. Descriptions of
these MPs include:

The System Center Virtual Machine Manager 2008 Management Pack for System Center Operations
Manager 2007 monitors availability of all components of VMM 2008 and the availability, health, and
performance of all virtual machines and virtual machine hosts that VMM manages.

The Windows Server Hyper-V Management Pack monitors the availability of Hyper-V components and
services. The Hyper-V Management Pack enables two monitoring scenarios: monitoring the host
computer that is running Hyper-V and monitoring the virtual machines that are running on the host
computer.

The Veeam nworks Management Pack for VMware for Microsoft System Center Operations Manager
integrates VMware Virtual Infrastructure performance, event, and configuration data into SCOM to
provide rich and detailed information on the status of vCenter, the managed ESX hosts, and the Virtual
Machines.
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With SCOM tuned up and collecting the information we need, now we can focus on turning that raw data
into actionable intelligence using IT Analytics for Microsoft System Center. The purpose of this technical
white paper is to expose you to our commitment to "eat our own cooking" and use IT Analytics cubes to
gain insight into what's happening with our virtual infrastructure. The remainder of this paper will highlight
real world scenarios that we faced at Bay Dynamics, and how we used IT Analytics to make good
decisions to more effectively manage our Private Cloud infrastructure. The end goal is to enable you to
use IT Analytics to analyze the performance and better manage your Private Cloud in a similar fashion to
what we have done here at Bay Dynamics.

Exploring the Private Cloud Environment
Where do we begin? The first thing that we want to look for is patterns in the SCOM Alerts to see if
there's anything we should be concerned about. We don't really know what we are looking for, this is

more of a discovery exercise to explore the Alerts cube and see where that takes us.

We start with opening the SCOM Alerts cube and dragging and dropping some measures and attributes,
and before long we end up with the view below in Figure 1:

($95COM Alerts Cube
ol save [ Open Delete || ] Table | (il Chart | & New KPI

BlefiEEl-als|==mE! (¥ (Ea(0
Alert Date - Year =
2011

Alert - Severity ~ |

Critical Infarmational Warning rand Total
Alert Date - Month ~ |Entity Cnunt|AIert Count|Entity Count|AIert Count|Entity Count|Alert Count| Entity CCILIHT|."J'\|EI‘T Count
February 4 4 1 il 2 B 7 18
hdarch 31 74 1 17 4 25 33 120
April 258 44 3 12 35 39 286 g4
hay 364 2563 4 10 163 4739 470 7312
Grand Tatal 614 3036 5 47 176 5161 726 8294
Figure 1

Note that we added the measures ‘Entity Count’ and ‘Alert Count’, which will show us the total number of
entities generating alerts with certain criteria, as well as the total number of Alerts. We also added the
Alert Severity on Columns, and then filtered down to Alerts that happened in 2011 only and added the
Month name to the rows.

The first thing we note is that the number of entities creating critical alerts grew substantially from March
to April, with an associated growth in alerts. But from April to May, the humber of entities generating
critical alerts grew by only 50% yet there's about six times as many Alerts that we are generating. That
was an interesting discovery. We wonder why? Now we want to know what Management Pack is
generating all of these alerts to see if that will give us any additional insight. So, we drag in MP Name
from our field list, and sort the Alert Count descending. See Figure 2 below.
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(59 SCOM Alerts Cube

Save [ Open
% =

18 | 4120/ %0 = o @ % | =

Delete || 2] Table | il chart | & New KPI

=imiE|d % Ea |0

Alert Date - Year ~

2011
Alert - Severity |
Critical Infarmational Y

Alert Date - Month ¥ |Management Pack - MP Name  ~ |Entity Cuunt|AIen Count|Entity Count|Alert Count|E
February 4 4 1 g
tarch 31 78 1 17
April 288 441 3 12
B May rvorks Whware WEM MP 36 =l E E

System Center Core Monitaring a3 Copy

Windows Server 2008 Internet Informati 22 Lelete

Systern Center Virtual Machine Manag 37 I

Microgoft. Windows. Sereer. RightsMana 103 =

Windows Sewer 2008 Operating Syste 29 Show Details

SCL Server 2008 (Monitoring) 26

Windows Server Internet Information Se 17 sort Ascending

Windows Server 2003 Operating Syste 3 Sort ding

SOL Server 2005 (Maonitaring) 17

Microsoft. SystemCenter VirtualMachin 3 S Gy i Ve ¢

Microsoft. SystemCenter Virtualtdachin 1 Shouw Only the Bottom 4

Microsoft Windows DNS 2008/R2 Senn 2 Shaw As >

Active Directory Server 2003 (Monitarin 1 Commands and Optians...

Mirrnsnft Windmws GronnPnlicy 2008 4
Figure 2

We can see that the bulk of these Alerts came from the Veeam nworks VMware MP, which needs further
analysis. Now that we've found something else we want to dig into, we would like to break down the alerts
from that nworks MP further. We do this by right clicking on the nworks VMware VEM MP name, choose
Filter Selection, and drag that into the filter fields next to my year. We then drag the Management Pack -
Object Name onto the Rows area to break down that nworks MP one level deeper. See Figure 3 below.

(§)5COM Alerts Cube

|l save 5 Open
T e g1 Kl

Delete || [C] Table | {ill Chart | &8 New KFI

e % BEe B

Alert Date - Year - Management Pack - MP Name ~
2011 mwarks Whiware WVEM WP

Alert - Severity ~ |

Critical Informational[Warning | Grand Total
Management Pack - Object Name ~ [Alert Count|Alert Count| Alert Count|Alert Caunt|
mworks Collector: Application Warning 4 4
mworks Collector: Collector license expires soon =3 o
mworks Collector: %C-API Performance Link Connection Status 1 1
mwarks vCenter: Yolume Connectivity Degraded 3 3
mworks Whiweare: ESH Cluster Memaory Used has exceeded threshold 4 4
mwrorks Whitware: ESX Host Awailable Memory has dropped below threshol 16 16
mworks Wivware: ESX Host DataStore has breached threshold for percent 2 2
mworks Whiweare: ESX Host Memaory Pressure has exceeded threshold 2 2
mworks Witware: ESX Host WIMHEBA has exceeded threshald far totalvirite 1 1
mworks Wihtweara: %M Balloon Memary Usage has exceeded threshald 1185 2 370 2157
mworks Whiweare: YW CPU Swap Wait has exceeded threshold 1 =3 |5
mworks Whiware: % CPU Usage has exceeded threshold 4 3 7
mworks Witweara: %M Guest0S vDisk is low on free space 3 3
mworks Whiweare: YW Memory Active Pot has exceeded threshold 30 28 i)
mworks Whiware: %l Memory Swap Rate has exceeded threshold 5] B
mweorks Wihtweare: %M snapshot age exceeded threshold 18 18
mworks Whiware: Yitware Tools Service Status 7 7
Grand Total 1223 2 1075 2300
Figure 3
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The results are very interesting, most are VM Balloon Memory issues. We need to determine when those
happened. To analyze this question, we drag in the Alert Date. See Figure 4 below.

() 5COM Alerts Cube

|l save [ open

Delete |[[] Table | [l Chart | &% New KPI

- mE|t % Ea |0

Alert Date - Year ~ |Management Pack - MP Name ~
2011 nwaorks Whiware WEM WP
Alert - Severity ~ |
Critical Informational|Warning [ Grand Total
Management Pack - Object Name - |Alert Date - Date = |Alert Count|Alert Count| Alert Count|Alert Count|
nworks Collector: Application Warning 4 4
nwotks Collector: Collector license expires soon a 5
nworks Collector: WC-API Perdformance Link Connection Status 1 1
nworks vCenter. “olume Connectivity Degraded 3 3
nworks YWhware: ESK Cluster Memory Used has exceeded threshold 4 4
nworks Yhiware: ESX Host Available Memory has dropped below threshold 16 16
nworks YWhware: ESK Host DataStore has breached threshold for percent Disk Space Used 2 2
nworks Yhware: ESX Host Memory Pressure has exceeded threshold 2 2
nworks Yhware: ESK Host WMHBA has exceeded threshold for totalWriteLatency 1 1
B mworks Yhiware: WM Balloon Memory Usage has exceeded threshold [2011-05-03 250 210 460
2011-03-04 290 230 520
2011-05-05 293 209 502
2011-05-06 1 1
2011-05-07 4 2 1 7
2011-05-08 25 39 64
2011-05-09 e 53 80
2011-05-10 296 2 523
Tatal 1185 2 970 21157
nworks Yhware: Wi CPU Swap Wait has exceeded threshold 1 a B
maworks Whiware: Whi CPU Usage has exceeded threshold 4 3 7
nworks Yhlware: Y GuestOS vDisk is low on free space 3 3
maworks Whiware: Wi Memaory Active Pet has exceeded threshold Elll 28 58
nworks Yhware: Y Mermory Swap Rate has exceeded threshold 53 B
maworks Whiware: W snapshot age exceeded threshold 18 18
meorks Yihtware: Whiware Tools Service Status il 7
Grand Total 1223 2 1075 2300
Figure 4

Now we can see the days this occurred; a few days at the beginning of May, then nothing after May 10™,
Is that correct? Why the abrupt stop? Either we had remediated the issues or data is simply not flowing
properly. Now we are concerned about the fact that we h a v esaen tlata since May 10". In order to learn
more, we proceed to remove the Management Pack - Object Name to confirm that we were still receiving
data from the MP. Figure 5 below displays the cube after we remove the MP Object Name.
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led save [ Open Delate [ili chart | ¥ New KPI
GlesaEe|a®@y ==cnEt (Y| Ea|C

Alert Date - Year ~ |Management Pack - MP Name ~ ‘
2011 nwarks Yiware YEM MP \

Alert - Severity ~ |

Critical  [InformationallWarning  [Grand Tatal|
Alert Date - Date ~ |Alert Count|AIer‘t Count| Alert Count|AIer‘t Coum|
2011-05-03 255 229 484
20110504 292 232 524
20110505 293 21 504
2011-05-06 2 2
20110507 4 2 2 il
20110508 25 39 54
20110509 e 53 a0
2011-05-10 302 234 536
201105-11 4 7 1
2011405-12 3 7 10
2011-05-13 2 3 a
2011-05-14 1 |3 B
2011405-15 4 2 g
201105-16 1 5 g
2011-05-17 2 15 17
2011-05-18 1 13 14
2011405-19 2 3 5
2011405-20 3 g 1
2011-05-21 2 3 a
2011-05-22 2 2
Grand Total 1223 2 1075 2300
Figure 5

We are able to confirm that we are still getting Alerts from that MP up to May 22" Thisis a good sign
regarding the health of our SCOM Agents picking up data from the nworks MP. Now we can go back to
worrying about the memory issue. Are there any particular machines?

We add the Object Name back in, filter on the VM Balloon Memory object, as well as filter to show only
critical alerts. After some dragging and dropping we arrive at what you see in Figure 6 below.
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el save [ Open Delete [l chart | ¥ New kPI
Bkt EE @y = xrmE|! Y Ea B

Tl

Alert Date - Year ~ Management Pack - MP Name = Management Pack - Object Name - |Alert - Severity ~
20M mwarks Whiware WEM MP rwvarks Yhilware: WM Balloon Wemary Usag) Critical

Alert Date - Date ~ |

2011-05-03|2011-05-04 |2011-05-05|2011-05-07 | 201 1-05-08 |2011-05-02|2011-03-10) Grand Total
Host Entity - Display Name ~ |Alert Count|Alert Count|Alert Count|Alart Count|Alert Count|Alert Count|Alert Count|Alert Count
NEELAS 12 13 19 13 a7
WMDCCCE001 g 1 2 7 16
WMDCDCO01 1 4 g 7 17
WhWDCDLPOOA 1 1
WMDCDLPOD2 21 28 28 21 99
WMWDCDLPOO3 1 1
WhDCFEPOD1 Ell 36 30 21 118
ydcftp001 12 14 g 1 g 41
WMDCITADDS 2 2
WMDCITADDA 2 7 ] 7 21
WMWDCITADDS 26 22 22 21 a1
WhDCITADDE 18 10 25 13 71
YMDCMPOOT 1 1
WMWDCSCDRPMO01 20 25 24 23 92
YMWDCSCEMO05 19 28 28 22 93
WMWDCSCSMO0S 3 2 5 1 1 5 18
YMDCSCSMO10 g 12 12 7 g 15 a6
WYMDCSCYMMMOO1 9 g 9 1 20 47
WMDCSD001 5 7 7 1 3 11 34
YiWDCSEPOD4 17 17
WMODCSEPOO? 1 1
wmndcsmpddt g 14 11 2 32
Y DCSMPO04 4 4
WMDCSPCO01 1 2 3
WMWDCTF S002 27 29 27 20 103
YMEPOOO1 12 28 16 16 13 24 (A
vmsfeesi0l 8 1 2 1 7 16
vmsfscorm00i 2 2
WMSFESPO01 3 3 4 1 4 15
Grand Total 250 290 293 4 25 27 2596 1185
Figure 6

This shows a significant number of VMs. The issue is clearly not isolated to just a few. We would like to

visualize this a bit better and see just the top alert generators in a chart. See Figure 7 below.
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(P 5COM Alerts Cube

|l save 5 Open < Delet= | [O] Table
% | o | % |[E] 58 8 &

Bl |=ze

=== F5a e @

=] B3

Alert Date - Year ~

Management Pack - MP Name ~

Management Pack - Object Name

-

2011

nworks YMware VEM MP

nworks VMware: VM Balloon Memory Usage has exceeded t...

NZELAB

2011-03-10

2011-05-05
2011-05-04
2011-05-03

WEPODD1

Host Entity - Display Hame ~ | YMDCSCSMO1O

Alent Date - Date

hd YODCTFS002

WMOCFERDD

WhIDCITADDS

WhDCDLPODZ

YMDCSCEMO0S

WMDCECOPMOO1

WhIDCITAQDG

200

Alert - Severity ~

@ Critical
O"arning

Figure 7

We wanted to save this and share it with our VMware Administrator. So, we click save. See Figure 8

below.

@ SCOM Alerts Cube

ld save [ Open < Delet= | [

E] | ‘ ﬂiSave Pivot Yiew

2011

Alert D: (% Save as new view:

Tablz

il chart

MNew KPL

=

ITDp 10 WMs with Memory Balloon Alertd

T Save as existing view: I

IV Accessible by all users

Gave View |

=l

Figure 8

2011-05-04

Amd 4 NS no

Now our VMware Admin can open the cube and see what we see, and we can talk through it together.
We would also like to keep this view handy in Excel. To do so, we flip back and click the Table button and
click the Export to Excel button. See Figure 9 below.
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E?SIIIM Alerts Cube - Top 10 ¥Ms with Memory Balloon Alerts [_ O]

led save 5 Open X Delste [l chart | &8 Mew KPI
BBt EE =R ==mE ! %580
Alert Date - Year ~ Management Pack - MP Name v |Management Pack - Object Name A
2011 nwarks Yhiware YEM MP nwarks hware: WM Balloon Memary Usag
Alert - Severity |
Critical Warning | Grand Total|
Host Entity - Display Name ¥ ~ |Alert Date - Date ~ |Alert Count|&lert Count|Alert Count|
WMDCITADDS 71 10 a1
WDCSCOPMO0T a2 24 116
WDC S CSMO05 95 36 134
WDCDLPOO2 29 35 135
WDCITADDS )l 45 136
WMMDCFEPODT 113 26 144
WMOCTFS00Z 103 45 143
WRDCSCEMO10 56 108 164
WMEP 0001 iRk &0 171
B MSELAB 2011-05-03 12 30 42
2011-05-04 13 43 56
2011-05-05 19 23 47
2011-02-10 13 Al 34
Tatal a7 122 179
Grand Tatal 95 a12 1405
#
Figure 9

By exporting to Excel, we open the same view of the cube in Excel, and can continue our exploration from
here and save the results as an Excel worksheet on our workstation or laptop to review in more detail

later. See Figure 10 below.

T H 9~ = FivotTable71132 [Read-Only] - Microsoft Excel PirotTable Tools | o = R
Home Ihsert Page Layout Farmulas Data Review Wiew Cptions Desigh & e o 2 R
= = General - ?ﬁ Conditional Formatting = 5+ - - ;Y \}a
$ - % ¢ [GEFormatas Table v - @ Z
e Sort & Find &
a0 378 [ Cell Styles - [l Format = | 27 Filter v Select -
Cliphoard & Fant 7] Alignment 7] Mumber Styles Cells Editing
A3 - Je | Management Pack - Object Name 57
& B C &} E 4 | PivotTable Field List A
1 Alert Date - Year 2011 El &y
2 Management Pack - MP|nwaorks VI Tare VEM P S L felfied) iy
3 |Management Pack - Obnworks Wi Tare: i Balloon Memory Usage has excesded |(ﬂ||) =l
4 [¥] Alert Count ;I
5 |alert Count alart - Severity v o
- X . X [ E Billable Time
6 Host Entity - Display (T|Alert Date |~ |Critical Warning Grand Total ]
Eillable Minutes
7 WVIMDCSCWNRDOL 2011-05-03 a 11 20
8 2011-05-04 8 21 29 [ X Entities
9 2011-05-05 9 17| 26 [ClEntity Count
10 2011-05-07 1 1
= X Entity Work Item
LE 2011-05-10 £l 13 EE [JEntity ¥ork Item Count ~
12 WRDCSCVRANDOL Total 47 62 103
LD CSCOPRONL 2011-03-03 20 5 23 Drag fields between areas below:
14 2011-05-04 3 10 ER] “  Report Filker ZH Columin Labels
15 2011-05-05 24 E] 33 Alert Date - Year * & Alert - Severity -
16 2011-05-10 23 23 Mananement Pa., *
17 WRMDCSCDPRO01 Total 92 24 116 Mansgement Pa... v 7|
16 WKMDCSCSMO0S 2011-05-03 19 10 29 1 Row Labels I Values
13 2011-05-04 28 11 39 Host Entity - Displa... * Alert Count -
20 2011-05-05 29 5 34 Alert Date - Date w/
21 2011-05-10 22 10 32
22 WhADCSCSMD0S Total ag 36 134 A Defer Layout Update Update
W 4 ¥ ¥| Sheet1 /¥J 4] I | all
Ready | IEEEETT S L &)
Figure 10
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That concludes our exploration of our Private Cloud. We covered a lot of ground in a short period of time,
all using ad-hoc cube analysis without writing a single SQL query. We started out with only the question
"how are we doing?" in mind, and as we explored the cube we uncovered valuable insight into our virtual
machine behavior over the last month. This type of discovery is a core value of leveraging IT Analytics
Cubes as part of a well-managed Private Cloud.

CPU and Memory Performance in the Private Cloud

This section focuses on how we used IT Analytics to analyze the performance of our Private Cloud at Bay
Dynamics. In the previous section, we uncovered a big spike in critical memory balloon alerts in early May
reported from our nworks VMware Management Pack in System Center Operations Manager. Our
VMware Admin assured us that all is good and a shift in workload pressed the overcommitted memory on
our ESX Cluster. As a result, we would like to take a closer look at performance on that cluster and see
what has been happening.

To start, we open our SCOM Performance Cube and begin by dragging and dropping our way to find the
VMware ESX Servers we are concerned about, as well as filter down to pick a couple of specific counters
out of the nworks MP. The resulting cube view is below in Figure 11, showing the minimum, average, and
maximum value for CPU and Memory Used counters for the three ESX hosts in our cluster.

aSEDM Performance Cube - ¥Mware Cluster Performance =] I
L 1
e save [ oOpen X Delete [l Chart | <& New KPL B
B iEE g% |=cmiE (% EE|0 : —
Management Pack - MP Hame ~ |Host Entity - Type ~ ttTabIe & &
mwvorks Whdware WVEM MP Whilware ESX Server i mPerformance — =
Drop Colurn Fields Here :
Performance Rule - Counter Name ~ [Host Entity - Display Name ~ [Minimurn[verage|Maximum = {2 I?tals
B cpullsedPet 10.2.1.11 3 6B 2 Average
02.1.12 0 10.52 54 Entity Count
10.2.1.13 0 1082 45 Enkity \Wark Ikem Count
Total 0 932 54 Hourly Performance Evaluation Count
Bl memaryUsedPct 10.2.1.11 84 91.99 94 [3¢] Maximum
10.2.1.12 0 91.4 94 Mi“i“'"-'“"
10.2.1.13 77 91.06 93 Sarnple Count
Total 77 91.48 94 Standard Deviation
[]--- Performance Evaluation Date - Dabe
[]--- Performance Evaluation Date - Day OF Weel
[]--- Performance Evaluation Date - Month
[]--- Performance Evaluation Date - Quarter
[]--- Performance Evaluation Date - Year
[]--- Entity - Agent Mode
[-[Z] Entity - Name
[#-[Z] Entity - Path _|;|
| | »
Add ko I |R0w Area =1
#
Figure 11

Now we want to visualize this cube view in a chart. With two clicks from this position we have changed to
Chart mode and turned on the multiple chart option, so we could segment the CPU and Memory
counters. See Figure 12 below.
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9 SCOM Performance Cube - ¥Mware Cluster Performance M=

el save [ Open X Delet= | [ Table =
Dm0 X|EISIHEIFD>=Z===t  Han|d

Management Pack - MP Name ~ |Host Entity - Type ~
nworks ViMware VEM MP YMware ESX Server

KFL

|Perfurmance Rule - Counter Name ~ |

[Minimum | Average | Magimum |

cpullsedPot memoryllzedPot

100 5
[Totals]
75 & Minimuim
B Average
507 O Marimiem

251

‘ 10.2.1.11 ‘ 102112 ‘ 102113

M &ximum
M a<imum

Average
Ayerage

‘ 10211 02112 102113

imimum
imimum

[Host Entity - Display Name ~ | Performance Evaluation Date - Date ~ |

Figure 12

This is much easier to look at. At first glance, no major anomalies pop out at us, other than the fact that
one of our three hosts has a lighter CPU workload. | t integesting to note that the Memory Used
Percentage stays above 90% on average for all of the hosts, which is consistent with the report from our
VMware Admin who had confirmed that we are over-committing the memory on that cluster and the
memory balloon alerts had indicated a shift in allocation of resources as we moved things around. Seeing

the memory stay high is consistent with his explanation, but we still want to drill in and look at some
specific dates.

We then right click on one of the hosts right in the chart and choose the drill-into option, which shows us
the same counters by date in May. See Figure 13 below.
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E?SEI]M Performance Cube - ¥Mware Cluster Performance [_[O]
|l save [ Open X Delete | [] Table New KPT
=
e s 24 & || | e | mE EE =2 |3
o[ X|[EIEE = =zx=we] |F

Management Pack - MP Name ~ |Host Entity - Type ™ | Host Entity - Display Name ~
nworks YiMware VEM MP VYMware ESX Server [ 10.2.1.12

[Performance Rule - Counter Name ~ |

[Minimum [Average [Maxzimum |

cpulsedPct memoryl)sedPct

G0 96

[Totals]

& inimurm

94
40

g2 W Average

20 4 O Maimum

a0

I &ximum

o)

Mverage
I &im um

-05-03 |
-035-04
-05-21
binimum
-05-06 |
-05-22
binimum

20
20
20
20
20
2

2

20
20
2

20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

[Performance Evaluation Date - Date ~ |

Figure 13

Again, things look fairly consistent, and we are feeling better about the overall health of our ESX Hosts
over the last month. We will definitely hang on to these views though so we can continue to keep an eye
on how things are going moving forward.

We feel empowered. We trust our staff, but we are no longer dependent on our VMware Admins to
answer simple questions about how we are doing, and they can free up the hours a week they're
spending writing queries and assembling data for us and focus on getting more important things done.

Disk Utilization in the Private Cloud

In the previous section we focused on analyzing CPU and Memory performance for our ESX Cluster. We
will now turn our attention to Disk utilization metrics for our VMware Data stores.

Again, we start with opening our SCOM Performance Cube. First, we filter to look at only data coming
from the nworks VMware MP. This makes it easy to pinpoint the Data store Performance Rules, including
Disk Free (KB) and Disk Percentage Used. Adding in the Minimum, Average, and Maximum measures as
well as the entity names for the Data stores, we arrive at the following view in Figure 14 below.
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t‘iSEDM Performance Cube - ¥Mware Datastore Performance

el save 5 Open X Delete ||[] Table | {l Chart | =& New KPI

S HiEE|saEy ==k E|! Y Ea|B

Management Pack - MP Name ~

rwarks hitware YEM WP

Drop Column Fields Here

Performance Rule - Object Hame ~ |Performance Ru > |Entity - Name ~ |Minimum |A\ferage haximum
B “MHost-datastore B diskFree ESX1 E2454000 BES44827 .04 74014720
ESKZ 55771136 56803764 67 58769408

ESX3 5341184 B1921726.86 BB522752

ESX4 2654208 1143770085 179503104

ESHE 286277632 356615911.1 441548800

Total 2654208 131252647 6 441543300

B diskPerclUsed |ESX1 91 91.56 92

ESZ 93 93 93

ESH3 g3 9219 99

ESH4 78 85.01 99

ESE 23 7 50

Total 23 80.09 99

Grand Total 23 B5EZB363.56 4415453300

Figure 14

We were very impressed with the CPU and Memory charts from the previous section. So, we will use the

same approach here. A few clicks, and we now have the following view in Figure 15.

) 5COM Performance Cube - ¥Mware Datastore Performance [ _ (O]
el save 5 Open X Delete | O] Table | {l Chart MNew KPL
<}
I Al Z % = BT =i A
B2 X|EIEIHE(HD| = |===2"]Y  EanB
Management Pack - MP Name ~ |Performance Rule - Ohject Name ~
nworks YiMware YEM MP WMHost-datastore
[Performance Rule - Counter Name ~ |
[Minimum [Average |Mazimum|
dizkFree dizkPercllzed
00000000 + 150 <
[Totals]
& Minimuim
400000000 1004
B Average
O Maccimum
200000000 a0 1
[i] i) =
] o ] g
T T T T — E § T T T T —— E T =
ESk1 ESkK2 ESH3 ESkx4 ESK3S E 4 ESxA1 ESH2 ESH3 ESH4 ESHS E <L
£ E
= =
Figure 15

This provides us great insight. By visually analyzing the Disk Space Free and Disk Percentage Used, we
can see that Datastores ESX1 and ESX2 have stayed consistent over this time period, whereas ESX3
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and ESX4 both saw their free space essentially go to zero for a portion of the same time period. It is also
very clear that the bulk of the remaining disk capacity is on ESX5. We would like to drill one level deeper,
though. This will allow us to see how much space each of those Datastores still has available, as well as
see if there is any additional insight to be gained by observing the change in space used over time. After
adding in the ‘Date’ attribute and drilling in specifically on the diskFree counter, we can now see Figure 16
below.

QSEDM Performance Cube - ¥Mware Datastore Performance H=]
el save [ Open X Delete | [] Table KPI
Gl XEISHHNED > ==22t  Bawe|d

Management Pack - MP Name ~  Performance Rule - Object Hame ~ |Performance Rule - Counter Name ~
nworks YMware VEM MP VMHost-datastore diskFree

i

1000000000 +

00000000 4

Entity - Name ~

EO0000000 4 r ’ WESHS

OESH4
400000000 4 OES¥3

l/I/I/l/l/l/l/l/!’!’!’!’!’l’!’!’!’

EESH1

]

2011-05-03
2011-05-04
2011-05-05
2011-05-06
2011-05-07
2011-05-05
2011-05-09
2011-05-10
2011-05-11
2011-05-12
2011-05-13
2011-05-14
2011-05-15
2011-05-16
2011-0517
2011-05-18
2011-05-19
2011-05-20
2011-05-1
2011-05-22

[Performance Evaluation Date - Date - |

Figure 16

It looks like we actually freed up some space over the last few weeks. We had asked our team to keep an
eye out for non-production class VMs that we could shift out of our expensive ESX infrastructure over to
our less expensive ESXi hosts to make room for upcoming initiatives. We can now see the progress with
our own eyes.

Now that we have effectively analyzed our VMware environment, we can turn our attention to
investigating the performance of our Hyper-V hosts.

We start with opening our SCOM Performance Cube and we refine the metrics to data coming from
System Center Virtual Machine Manager by choosing the MP named "System Center Virtualization
Reports 2008". Adding the Entity Count and Sample Count to the pivot table gives us a high level picture
of how much data we are collecting from different objects within that MP. We have a lot to choose from in
Figure 17, including information on virtualization candidate servers, Hyper-V hosts, VM guests, and
VMware ESX servers.
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t‘iscon Performance Cube
[ save 5 Open < Delete [l chart | &8 NewkPT _

=
BB tlzre @ ==FEE|! Y Ea |0

Management Pack - MP Name -
System Center Virtualization Reports 2008

Drop Column Fields Here

Figure 17

Management Pack - Object Name - |Entity Caunt|SampIe Count
Virtualization Candidate Server: % Processor Utilization 39 13311
Virtualization Candidate Server: Available MBytes 39 42763
Virtualization Candidate Server: Disk Avg Bytes Total/sec 39 57457
Virtualization Candidate Server: Disk Percent Free Space 39 8959
Virtualization Candidate Server: Network Avg Bytes/sec 39 100999
Virtualization Candidate Server: Mumber of Processors 39 57339
Virtualization Candidate Server: Processor Speed 39 89365
Virtualization Candidate Server: Total Physical Memory 39 57335
VMM 2008 R2 Hyper-V Average Disk Usage Rule B 9967
WIMM 2008 R2 Hyper-V Average Metwork Usage Rule B 24194
VMMM 2008 R2 Hyper-V Host Available Memory Rule 6 5104
VMM 2008 R2 Hyper-v Percent CPU Time Rule 6 10464
WIMM 2008 R2 Hyper-V Percent Free Disk Space Rule 6 1563
VMM 2008 R2 Virtual Machine Guest OS5 CPU utilization 114 179319
WIMM 2008 R2 Virtual Machine Guest O3S Disk Space Rule 114 179357
WIMM 2008 R2 Virtual Machine Guest OS5 Memaory Utilization Rule 114 17T
VMM 2008 R2 VMware ESX Server CPU Utilization 6 10583
WIMM 2008 R2 VMware ESX Server Disk average KBytes 6 10578
WIMM 2008 R2 VMware ESX Server Memory Utilization 6 10584
VMM 2008 R2 VMware ESX Server Network average Kbytes B 10584
VMM 2008 R2 VMware ESX Server Percent Free Disk Space Rule B 10598
Grand Total 126 1069740

In this case, we only want to look at our Hyper-V hosts, so we will multi-select those five objects, right

click, and filter our results to that selection as shown in Figure 18 below.
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35{0!-1 Performance Cube
. i save (5 Open < Delete [l chart | & New KPI B
QB HIER =GR (e ER (Y EE|D

Management Pack - MP Name

-

System Center Virtualization Reports 2008

Drop Column Fields Here

Management Pack - Object Name = |Entity Cuunt|SampIe Count
Virtualization Candidate Server: % Processor Utilization 39 13311
Virtualization Candidate Server: Available MBytes 39 42763
Virtualization Candidate Server: Disk Avg Bytes Total/sec 39 L7457
Virtualization Candidate Server: Disk Percent Free Space 39 8959
Virtualization Candidate Server: Metwork Avg Bytes/sec 39 100999
Virtualization Candidate Server: Mumber of Processors 39 57339
Virtualization Candidate Server: Processor Speed 39 89365
Virtualization Candidate Server: Total Physical Memory 39 57335
VMM 2008 R2 Hyper-V Average Disk Usage Rule ] 9967
VMM 2008 R2 Hyper-V Average l_\ietwurk Usage Copy 24194
WMM 2008 B2 Hyper-V Host Available Memory F 5104
VMM 2008 R2 Hyperv Percent CPU Time Rule Sort Ascending 10464
VMM 2008 R2 Hyper-V Percent Free Disk Spact  sort Descending 1563
VMM 2008 R2 Virtual Machine Guest 0S5 CPU L 179319
VMM 2008 R2 Virtual Machine Guest OS5 Disk & RS-y 179357
VMM 2008 R2 Virtual Machine Guest OS5 Memo  Show Only the Top r 179317
VMM 2008 R2 VMware ESX Server CPU Utilizat  show Only the Bottom k 10583
VMM 2008 R2 VIMware ESX Server Disk average 10573
VMM 2008 R2 VMware ESX Server Memory Utili  &roup Items 10584
WIMM 2008 R2 VMware ESX Server Metwork aver  Unoroup Thems 10584
WM 2008 R2 VMware ESX Server Percent Free Expant Ttems 10598
Grand Total R 1069740
Figure 18

Next, we add the actual host name to the table and we can see the six Hyper-V hosts we are collecting
performance metrics for with this MP in Figure 19.

EiECOH Performance Cube

| | save (23 Open X Delete j'ij Chart | & New KPL
Gl Ame=-Ey=EmE ! (Y Ea (0

Management Pack - MP Name - |Management Pack - Object Name -
System Center Virtualization Reports 2008 | (Multiple ltems)
Drop Column Fields Here
Performance Rule - Counter Name ~ |Host Entity - Display Name ~ |Entity Cuunt|SampIe Count
B % Free Space ltsthypv002.baydynamics.net 1 3
ltsthypv003.baydynamics.net 1 223
svdcdc001_baydynamics_net 1 457
svsthypv002.baydynamics.net 1 259
svsthypv003._baydynamics._net 1 334
svsfhypv004._baydynamics_net 1 287
Total G 1563
Available MBytes b6 5104
Bytes Total/sec 6 24194
Disk Bytes/sec B 9967
PercentTotalRunTime 6 10464
Grand Total G 51292
Figure 19
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Now that we have a good set of metrics and hosts, we want to change our measures to show the actual
minimum, average, and maximum values of each as shown in Figure 20.

If'i SCOM Performance Cube

|l save [ Open

Delete [l chart | & New KPI

Gl gl m | = E|l [ (Ea (0

Management Pack - MP Name

~ |Management Pack - Object Name ~

System Center Virtualization Reports 2008 |(Multiple ltems)

Drop Column Fields Here

Performance Rule - Counter Name ~

Host Entity - Display Name ~

Minimum| Average |Maximum

B % Free Space

ltsfhypv002.baydynamics.net

ltsfhypv003.baydynamics.net

svdcde001_baydynamics.net

svsthypv002_baydynamics.net

svsthypv003.baydynamics.net

svsfhypv004_baydynamics.net

Taotal

Bl Available MBytes

ltsfhypv002.baydynamics.net

ltsfhypv003.baydynamics.net

svdcde001_baydynamics.net

svsthypv002_baydynamics.net

svsthypv003.baydynamics.net

svsfhypv004_baydynamics.net

Taotal

Bl PercentTotalRunTime

ltsfhypv002.baydynamics.net

ltsfhypv003_baydynamics. net

svdcdc001_baydynamics.net

svsthypv002_baydynamics.net

svsthypv003.baydynamics.net

svsfhypv004_baydynamics.net

Total

Grand Total
Figure 20

81.79 82.04 8223
43.98 46.73 62.62
72.87 78.58 79.8
77.94 85.68 92.8
28.36 75.49 92.12
75.39 81.87 94.15
28.36 74.87 94.15
3575 5157.72 5508

376 1492.18 7375
1881 32993 4235
11795 18989.72 23233
3130 713437 11354

768 2845.05 7286

376 591749 23233

0 283 8
0 1.28 16
0 1.13 14
0 225 k|
0 1.01 29
0 0.711 34
0 1.23 k|
0 2102.86 23233

Now we have some real numbers to evaluate. To make the analysis easier, we would like to see this as a
chart. Choosing the Chart option at the top of the cube window and adjusting the options to split that into
three charts by Counter, we now have a much more visually informative perspective as shown in Figure

21 below.
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[j SCOM Performance Cube

=10l
i save 5 0 Delet DTblm New KPI
" < o oo | 3 e G 2 e

Go | X |E|S2 AU EE]====] | Ean|d

[Management Pack - MP Name ~ | Management Pack - Object Name ~ |
| System Center Virtualization Reports 2008 R2 | (Multiple Items) |

[Performance Rule - Counter Name ~ |

[Minimum | Average | Maximum |

% Free Space Available MBytes PerceniTotalRunTime

[Totals]

E Minimum

B Average

O Maximum

tsfhypwon2
tsthypv003....
svdcde001 ba.
sysfhypvo02..
sysfhypv003..
systhypvond. ...
ftsfhypwon2
tsfhypw003
svdcdc001 ba...
sysfhypv002..
sysfhypv003..
svsthypw004....
tsthypv002....
tsfhypw003
svdcde001 ba...
sysfhypv002..
svsthypw003
svsthypvO0Dd....

| Host Entity - Display Name ~ |

Figure 21

We see that one of the hosts, svsfhypv002, has the most available memory as well as good free space,
but also has the highest variance in CPU % total run time. We would like to drill into that further and see

that data over time to help us determine if this host is a good candidate for a new set of VMs we need to
provision. Let us look at the results in Figure 22.

[i SCOM Performance Cube

=10l

|l save 5 Open < Delet= | [1 Table | New KPI

=
%o | X|E|S 4 EE ===  Eaad

| Management Pack - MP Name & |Management Pack - Object Name ~ |Hos1. Entity - Display Name ~ |
| System Center Virtualization Reports 2008 R2 | (Multiple Items) | svsthypv002.baydynamics.net |

[Performance Rule - Counter Name ~ |

[Minimum | Average | Maximum |

% Free Space Available MBytes

PercentTotalRunTime

[Totals]

B Minimum

W Average

O Maximum

Maximum 5000 4

Average

Maximum
Average

Maximum

Average
Minimum Minimum

= J = Minimum
April May April May

April May

[Performance Evaluation Date - Month ~ |

Figure 22
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Based on the data in Figure 22, it looks like our Hyper-V environment was stable in April with high
available space and low CPU utilization; but, there was a big change in May. Our next thought is to see
that % free space broken down by specific day to see the recent trend. Dragging in the date, we see the
% Free Space over a specific time period in Figure 23.

fiSCDH Performance Cube -10] x|
H Save [5f Open X Delete [71 Table | [l Chart MNew KPT
=
GmloX(ESEHNUIFEE = (====t a0
Management Pack - MP Name ~ |Management Pack - Object Name ~ |Host Entity - Display Name ~
System Center Virtualization Reports 2008 R2 | (Multiple Items) svsthypv002.baydynamics.net

| Performance Rule - Counter Name ~ |

% Free Space

[Minimum | Average | Maximum |

[Totals]

B Minimum

B Average
O Maximum

faximum

75

—
o

Minirmum

w
[

2011-04-29
2011-04-30

2011-05-02
2011-05-03
2011-05-04
2011-05-05
2011-05-06
2011-05-07
2011-05-08
2011-05-09
2011-05-10
2011-05-11

—
—
o
(3]

2011-05-15
2011-05-16
2011-05-17
2011-05-18
2011-05-19
2011-05-20
2011-05-21

|Performance Evaluation Date - Date ~

Figure 23

Clearly there was additional load added to this server in early May. Fortunately, we still have over 75% of
the disk free and this is still a good candidate to host new Hyper-V VMs.

As was shown above, by leveraging our IT Analytics SCOM Performance cube, we were able to analyze
trends in a fluid way, asking and answering our own questions on the fly in a matter of minutes. No
guessing and no waiting. We have the information we need to make good decisions about loading and
capacity of our virtual infrastructure!

Converting Analysis into Measurement

In the previous two sections, we had focused on analyzing CPU, Memory, and Disk performance for our
ESX infrastructure. We were able to quickly drag and drop our way to the performance views we had
been looking for, and visualize them in interactive charts. Now we want to look at our performance from a
different angle. We saved all of the views we had previously created, but we want a single scorecard

where we could see at a glance how we are doing and if things are getting better or worse. Time to create
a Key Performance Indicator
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We would like to create a new Key Performance Indicator (KPI) to keep an eye on the average percent of
memory in use for the three hosts in our ESX Cluster. We start by loading a saved pivot view from a
previous section (Figure 11 above), then highlight the Average measure for memoryUsedPct that
encompasses all three ESX hosts, as shown in Figure 24 below.

fiSIIIM Performance Cube - ¥Mware Cluster Performance

el save [ Open X Delete ||[] Table | i Chart | <& New KPI

Bm|fNEE @ | =cmEt Y EA D

Management Pack - MP Hame ~ |Host Entity - Type ~
maarks hiware %YEM WP Yhlware ESx Sener
Drop Calumn Fields Here

Performance Rule - Counter Name ~ |Host Entity - Display Name - Minimum|ﬁverage|hﬂa}{imum|

B cpullsedPct 10.2.1.11 3 B.EBI 28
10.2.1.12 o 1056 A4
10.2.1.13 a 0.9 43
Total a0 8936 A4

E memoryUsedPct 10.2.1.11 g4 91.599 54
10.2.1.12 80 914 84
10.2.1.13 77 9106 93
Taotal 77 9148 94

Grand Total a 12452 84

Figure 24

With that cell highlighted, we click the New KPI button on the toolbar. This opens the Key Performance
Indicator editor and populates the Value Expression with an MDX query (cube speak for SQL statement)

that represents the value we highlighted on the pivot table. This is shown in Figure 25 below.
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ﬂ‘?lﬁ:ey Performance Indicator

Create Key Performance Ind

Cuba Name: I SCOM Performance j -
KPI Name: I VMware Cluster Pct Memory Available

Associated Measurs Group: I Performance j
Valus Expression: 100 - sum{{[Host Entity Type].[Host Entity - Typel.&

[VMware ESX Server]} * {[Management Pack].
[Managemant Pack - MP Mame].&[nworks WMware VEM
MF1} = {[Management Pack].[Management Pack - Object
Mame].& HOST. Collect.cpullsedPot], [Management Pack].

Mdananamant Darl - Mibkict Maral &

Goal Exprassion: 10

Status Expression: Percentage Of Goal j
Status Graphic: | gaige - Ascending j
Trend Expression: Compare Current Period To Previous Period j
Date Dimensions: I Date Performance Evaluation j

Mumber of days in I 7
period of comparison:

Trend Graphic: I Status Arrow - Ascending j

=l

Save KPL |

Figure 25

Taking a step back, what we really want to see in our scorecard is a KPI for the percent of memory
available, whereas the cell we had selected was the percent of memory used. Simple enough, we add
"100 - " in front of the value expression to flip the number. We also want to use 10% as a baseline, so we
enter the value 10 as our Goal Expression. As a status, to determine whether we are doing good or bad,
we select the predefined expression "Percentage of Goal". Otherwise we could've written more complex
conditions for determining status. We want to see if this number is going up or down over time, so we
choose the predefined Trend Expression "Compare Current Period to Previous Period". Now we need to
decide how long of a period we want to compare. We only have approximately one month of data from
our nworks Management Pack, so we are going to look at week over week for now and enter 7 as the
number of days in the period of comparison. We will choose "Status Arrow - Ascending" as our trend
graphic. That gives us a green arrow if the trend for the percent of memory available increases, and a red
arrow if the percent of memory available decreases. Finally, let us call this KPI "VMware Cluster Pct
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Memory Available". After saving our KPI and navigating to the IT Analytics Key performance Indicators
page, we now see our new KPI side by side with several others that come out of the box with IT Analytics
in Figure 26 below.

Key Performance Indicators

2| Refresh | &8 New =5 Edit X Delete | (3 Open Cube
=]
KPT |  cubes | vaue | Goal | status | Trend |
Computers with DCM Compliance Errors SCCM Desired Config 10 18 é T
Computers with DCM Compliance Warnings SCCM Desired Confip 93 46 Q T
Computers Metered This Manth SCCM Software Mete 64 106 ﬂ 4
Computers Requiring Critical Updates SCCM Software Updi 93 0 Q T
New Systems in Last 30 Days SCCM Systems 7 100 é "
Computers with OS Installed in Last 30 Days SCCM Windows Com 0 100 é —)
Percent of Computers with Hardware Scan in Last 30 Davs  SCCM Windows Com 63.1 80 ﬂ T
Percent of Computers with Software Scan in Last 30 Days  SCCM Windows Com 63.1 a0 ﬂ T
High Priority Alerts in Last 30 Days SCOM Alarts 443 1000 é T
fwg Alerts per Computer per Day in Last 30 Days SCOM Blarts 7.1 100 é ‘r
Alert to Incident Ratio SCOM Aleris Mo Valus 1 a —)
Error Events in Last 30 Days SCOM Events 65269 1000 Q T
fwg Reboots per Computer in Last 30 Days SCOM Events 0.3 1 ﬂ ,L
Unexpected Shutdown Events in Last 30 Days SCOM Events 15 5 Q 1‘
Avg Events per Computer per Day in Last 30 Days S5COM Events 77.2 100 é ,L
fwg Percent Disk Space Free in Last 30 Days SCOM Performance 511 20 ﬂ T
Awg Percent Processor Time in Last 30 Days SCOM Performance B.1 20 a ‘L
WMware Cluster Pct Memory fvailable SCOM Performance  8.52 10 ﬂ ,L
Computers in Critical State SCOM State 23 10 Q T
Computers in Waming State SCOM State 35 10 Q 1‘
Figure 26

Overall, we are at 8.52% memory available on that set of ESX hosts. According to our target, we are
doing ok, but not great. We also see that trend is going down, so we need to keep an eye on that. The
good news is we can easily do just that by checking our KPIs all in a single scorecard.

Monitoring Alerts in the Private Cloud

In this section we will revisit the topic of monitoring the Alerts coming from our VMware infrastructure, as
reported by the nworks Management Pack. We want to create a new SQL Server Reporting Services
(SSRS) report that we can view either inside the System Center console or externally through a Web

browser.

We will start by launching the Report Builder from the IT Analytics Configuration Manager shown below in
Figure 27:
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Analytics Configuration Manager : = |EI|5|
Connected to VMITASCSM
Analysis Server Report Builder is a client-side application that you can use to create and dasign ad hoc reports, Using Report Builder, you
can design reports based on your data without having to understand the underlying schema or complex programming
R — languages.
. To get started, dlick the Launch Report Builder button below. When finished designing a report, save the report on the
Console Settings Reporting Server that hosts your Service Manager reports under the "fSystemCenter) ServiceManager)” folder and they will
appear in the Sernvice Manager Console along with your existing reports the next time you open the Service Manager
Data Sources Console.
Ragional Settings
Launch Report Builder
Cube Installation
Report Installation
Report Builder
S0L Server Agent
Processing Schedules
Figure 27

For anyone that has created their own SSRS reports for SCOM or System Center Configuration Manager
(SCCM), the experience is essentially the same with one major difference - no writing SQL! Once Report
Builder opened, we chose New Report, and selected "Create a dataset" as shown in the following dialog
in Figure 28 below:

New Table or Matrix

Choose a dataset

Choose a dataset

7 Choose an existing dataset in this report or a shared dataset

Browse...

& Create a dataset

Help < Back Mext = Cancel
Figure 28
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We navigate to the SystemCenter/Service Manager folder, and from here we have a few options. IT
Analytics based reports can start from either the IT Analytics Model, which is an SSRS Report Model that
will work with older versions of Report Builder. For this example, we will start with the IT Analytics Data
Source directly shown in Figure 29 below.

Select Data Source x|

Lookin: |L=F http:/fvmitascdw/ReportServer/SystemCenter/ServiceMan... j |_’_'i

|1 ServiceManager. Console. Reporting. ActivityManagement

|_1 ServiceManager.Console, Reporting. ChangeManagement

|1 serviceManager.Console . Reporting, ConfigurationManagement
|1 serviceManager. Console. Reporting. InddentManagement

|_1 ServiceManager. Console . Reporting. ProblemManagement

3 DWDataMart

3 DwWStagingandConfig

E IT Analytics Madel

ITAnalytics

Mame: Il'l'.ﬁ.nalyﬁcs Open
Items of type: IDaE Sources {(*.rsds, * smdl) j Cancel |
A
Figure 29

This is where things are VERY different than the status quo for SCOM reports. Instead of writing a SQL
query (we will spare the commentary about the complexity and risks involved), we select the SCOM Alerts
cube and literally drag and drop the measures and attributes we want from our dataset. In this case, we
added the Management Pack name as a filter and restricted it to only show the nworks MP, then added
Alert Count, Date, Severity, Host name, and the actual name of the alert. See Figure 30 below.
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&) Editas Text [ Import... 0@ F X_ B! m

=lal x|

@ SCOM Alerts I Dimension I Hierarchy Operator Filter Expression
@ Metadata I Management Pack Management Pack ... Equal 1 nworks Viviware VEM MP }
s B <5elect dimension=
<All> = | | »
B {d Host Entity -]
22 Host Entity - Display Mame Alert Date - Date Alert - Severity | Host Entity - Dis... | Management Pa... | Alert Count | ﬂ
Host Entity - Full Name 20110503 Critical ESK3 nwaorks ViWwar., 1
1 Host Entity Config ltem 20110503 Critical ES¥4 nworks VMwar... | 1
[,E_): Haost Entity Type
IQ: Management Group 20110503 Critical NSELAB nworks VMwar... 12
E 15 Management Pack 20110503 Critical VMDCCCS001 nwarks VMwar... &
s
Management Pack - MP Name 20110503 Critical VMDCDO001 ks VM 1
Management Pack - Object N fitica nworks Vidwar...
22 Management Pack - Object Ty 20110503 Critical VYMDCDLROOL nworks VMwar.. 1
1 Relationship Type 20110503 Critical VMDCDLPOO2 nworks VMwar.. | 21
1] Time Alert —
IQ: Time Alert Incident Added 20110503 Critical VMDCDLROOS nworks VMwar.. 1
]Q: Time Alert Incident Billable Time L|;I 2011-05-03 Critical VMDCFEROOL nworks Viiwar.. 31
oA - e aw s " .
‘—I | L4 20110503 Critical vmdcftpO0l nwaorks Viwar,.. 12
Calculated Members 20110503 Critical VMDCITADO4 nworks VMwar... 2
20110503 Critical VMDCITAQODS nworks Viiwar.. 26
20110503 Critical VMDCITAOOS nworks Viwar.. 18
20110503 Critical VMDCNPOOL nworks VMwar... 1
201140503 Critical VMDCSCDPMOO1  nworks ViMwar.. 20
20110503 Critical VMDCSCSMO05 nwaorks VMwar., 19 ;I
M oK Cancel |

Figure 30

Getting a good data set is where almost everyone typically struggles. The next part is the same
regardless of where the dataset comes from. We assembled the output of our dataset into a chart and a

table as shown in Figure 31 below:

[Host_Entity__ Display_MName] [Management_Pack__ Object_Name]

| | 1 | 2 [ 3 | 4 | 5 5 | S7
VMware Alerts
. 4
s Alerts by Severity
: | Alerts
Z 120 : . W Alert S
} 100 1
- = 80 1
. = 60 1
[ = 1
- E: 40 ] ;
i 20
- 0
MerDate MlenDete AlenDste AlenDastz AlenDatz AlenDas
Dat= A Dat= B Dat= C Dat= D Dat= E Dat= F
- Axis Title
- L
- ESX Host Alert Name Alert Date

[Alert_Date_ Dz

1

Figure 31
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We save the new report alongside our other SCOM Alert related reports on the SSRS instance used by
System Center Service Manager in the Configuration Manager folder as shown in Figure 32 below.

X
Look in: IL__'.'J' http:/fvmitascdw/ReportServer/SystemCenter/ServiceManager/ServiceManager.Console. .. j |_2|
& @ IT Analytics - Add Remove Programs by Mame 5l IT Analytics - Configuration ]
- @ IT Analytics - Add Remove Programs Search |ﬂ IT Analytics - DCM Complian
Recent Sites [ IT Analytics - Alert Details [l IT Analytics - DCM Compliand
and Servers E]] IT Analytics - Alert Overview Dashboard |i'}| IT Analytics - DCM Moncompl
@ IT Analytics - Alert Time Trend Dashboard |i']'| IT Analytics - DCM Moncompl
! Iﬂ IT Analytics - Asset Inteligence Executable Search @ IT Analytics - Entity Dashboz
Desktop @] IT Analytics - Asset Inteligence Executables by Mame @I IT Analytics - Entity Search
ﬁj] IT Analytics - Asset Inteligence Software by Name |1'I| IT Analytics - Event Details

@ IT Analytics - Asset Inteligence Software Search |ﬂ IT Analytics - Event Qvervie!
1 Iﬂ IT Analytics - Computer Inventory Dashboard @ IT Analytics - Event Time Tre
II zl E]] IT Analytics - Computer Search |i'}| IT Analytics - Forefront Endp
My Documents [ T Analytics - Computers by CPU [ T Analytics - Forefront Endg
Iﬂ IT Analytics - Computers by Domain |ﬂ IT Analytics - Forefront Endp
_ E]] IT Analytics - Computers by Manufacturer |i'}| IT Analytics - Forefront Endp
}_&; @ IT Analytics - Computers by Memory |i']'| IT Analytics - Forefront Endg
My Computer @ IT Analytics - Computers by Operating System |ﬂ IT Analytics - Forefront Endp
Iﬂ IT Analytics - Computers by System Type @ IT Analytics - Software Deliv
E]] IT Analytics - Configuration Item Dashboard |i'}| IT Analytics - Software Invel
1| | M

Mame: |1'I' Analytics Custom Report - VMware Alert] Save

Items of type: |Reports (*.rd) i Cancel

A
Figure 32

After doing so, our new report shows up automatically in the System Center Service Manager Console.
See Figure 33 below.
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'E-?? System Center Service Manager Console

FAle View Go Took Tasks Help

Reporting

4 Reports
Activity Management
Change Management
Configuration Management

Incident Management

Name 1]
IT Analytics - Configuration Item Search

IT Analytics - DCM Compliance Details

IT Analytics - DCM Compliance Summary

IT Analytics - DCM Noncompliant CI Settings b...
IT Analytics - DCM Noncompliant CI Settings D..
IT Analytics - Entity Dashboard

IT Analytics - Entity Search

IT Analytics - Event Details

IT Analytics - Event Overview Dashboard

IT Analytics - Event Time Trend Dashboard

IT Analytics - Forefront Endpoint Protection Cli...
IT Analytics - Forefront Endpoint Protection Cli...
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Figure 33

Finally, as shown in Figure 34 below, opening the report gives us a great looking chart of Alerts by
Severity, and a detailed table that breaks that down further by ESX Host, Alert Name, and the date the
alerts were raised.
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[& IT Analytics Custom Report - VMware Alert

1 of 8 b M S 3w Find | Next
=B | e
VMware Alerts IT Analytics Custo... ~
p ~ Run Report
Alerts by Severity Save a3 Favarie
Save as Linked Report
600 B Warning
| Informational General =
W Critical
& 400
=
2 200
0
2011-05-07 2011-05-12 2011-05-17 i
Axis Title
. »
ESX Host Alert Name Alert Date Alert Count
10.2.1.11 nworks Vhware: ESX Host Available Memory has dropped  2011-03-03 2
below threshold
20110517 1
2011-05-18 1
10.2.1.12 nworks Viware: ESX Host Available Memory has dropped  2011-05-03 1
below threshald
20110517 1
| nworks Viware: ESX Host Memory Pressure has 2011-05-10 | 1 7
4 3

Figure 34

That was easy, and it was FAST! Not only fast to author, but also very fast to render, since the report
used IT Analytics cubes as its source. We created a visually informative SQL Server Reporting Services
report with very specific criteria on our own in just a few minutes. We used to have to pull our SQL guys
off of what they were doing and have them go search around the Operations Manager Data Warehouse
(DW) until they figured out what we were looking for. With a bit of luck and a lot of experience with the
schema, they were able to get us what we needed within a few days. Not anymore, now we are able to
make new reports, and update existing ones, any time we need them.

Private Cloud SharePoint Dashboards

So far in this white paper, we have explored IT Analytics cubes in many ways, and drag and dropped our
way to insightful Pivot Tables and Charts that helped us understand how our VMware infrastructure is
performing. We also created Key Performance Indicators and SQL Server Reporting Services reports to
help communicate key metrics. Now we are going to tie everything together and create a SharePoint
Dashboard to allow others to take advantage of our IT Analytics cubes directly from within our corporate
SharePoint portal.

The prerequisite for this scenario is an installation of SharePoint 2010 Enterprise. This gives us the ability
to create a new SharePoint Site using the Business Intelligence Center template, and from that site we
can take advantage of the recent inclusion of PerformancePoint Services and the Dashboard Designer.
The screen below in Figure 35 shows the home of a Business Intelligence Center.
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Business Intelligence Center

The Business Intelligence Center enables you to collaborate, discover and ranage the information yvou need to drive the business forward, With
Business Intelligence, users are empowered with the right business insights enabling them to make informed decisions, and move the business
forward, one activity at a time.

Add Insight to Information wWith Dashboards Monitor Key Performance
Use scorecards and status lists to track your
A dashboard is a collection of information progress towards goals more effectively. At a
=g ] that helps you and your team make glance, your organization can see how it is
S’ informed decisions, SharePoint Web Part performing and identify areas that require attention,
=4 Pages are a great way to quickly assemble

content and create the right wiews for your
team. For rich, interactive dashboards, use
PerformancePoint Dashboard Designer to
create dashboards that contain a mixture of
different content types, including Excel
Services reports, PerfarmancePoint

Services scorecards and wisualizations, Visio Graphics Services Build and Share Reports
diagrams, and maore. Publish your Excel workboaoks to SharePoint using
. . . Excel Services and let your team acoess and interact
+ Start using PerformancePoint Services with their data in full fidelity. Use PerformancePoint
+ Wiew Excel Services samples Services analytic views to gain guick insights fram
+ Wiew SharePoint samples vour dashboards,

+ Learn more online

Create Dashboards

Use SharePaoint to create rich, interactive
dashboards that help vou turn data into insights.
Dashboard pages can include scorecards, Excel
Services Reports, analytic views and other data-
driven visualizations.

Figure 35

Clicking the link labeled "Start using PerformancePoint Service", we arrive at the following page, from
which we can launch the PerformancePoint Dashboard Designer as shown in Figure 36 below.

Eﬁ Run Dashboard Designer

PerformancePaint Services

’?‘_j Drive Accountability Dig Deeper
|’ — Scorecards provide avisual guide to monitor progress Sirple-to-use, sophisticated tools like the
azainst arganizational goals Track ownership and Decarmnpasition Tree letwou analvze data like never
apply filters to focus on the information that is most before. Figure out the "why" behind the numbers.
important toyou. Learn more Learn mare
[ |: —!|  Integrate Dashboards H]i Harness Analytic Power
',i_'p__'ﬂl Bring together reports from SQL Server Reporting Wisualize trends or see how itermns compare to their
Services, Excel Services and others to provide a peers. Use analytic charts and grids to explaore the
carmprehensive view, Learn more data in any path vou choose. Learn more
Figure 36

After launching the Dashboard Designer, we are ready to start creating dashboard content. Our first
action is to create a Data Connection to one of our IT Analytics Cubes so we can use it as the source of
information for the dashboard. Once our Data Connection is configured, we are ready to choose from the
following types of dashboard content - shown in Figure 37 below.

Leveraging IT Analytics for Your Private Cloud | Technical White Paper Page 29 of 37



SRR N N N

Dashboard Scorecard Filter Indicator Data Analytic  Analytic  Strategy KFI Reporting  Other
Source Chart Grid Map Details  Services Reports

Dashboard Items Reports

Figure 37

Our first dashboard item will be an Analytic Chart. Using the same drag and drop design technique we
have highlighted throughout this series, we configured the following chart to show alerts by severity,
filtered to only show VMware alerts reported from the nworks MP. Notice the range of chart types and
other options we have available to us. For this chart, we want to do a Stacked Bar Chart, shown in Figure
38 below.

M“'ﬁé&?ﬁﬁ"“‘ Query ‘ Properties | Details bed
o . All Measure Groups; ~
(<) VMware Alert Chart by Severity (AllMea Ps) [
"' E Iz Measures =
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400 0 Avg Minutes to Incdent
o Avg Seconds to Incident
[ unknovin o Billable Minutes
Il warning O Entity Count
200 | erid B nformational o Entity Work [tem Count ~ —
M Bar Chart = k‘..é Dimensions
il | Fiter C L7 Alert
|efl]| Stacked Bar Chart Pivot L alert Inddent
[BR| 100% Stacked Bar Chart g2 Alert Incident Classification
o [ s BT = S 8 I_.I ’ M Report Type 3 & :
S 2 2 2 3 (e Line Chart — 22 Alert Inddent Impact
[T T T T} |f5  Format Report L oo ) .
I A1 s . 22 Alert Inddent Resolution Ci
S A M Line Chart with Markers ) 0o
==z 235 @  show Information Bar 5 Alert Incident Status
oA s s AE ) pie Chart o :
z2 Alert Inddent Support Grou

Series Bottom Axis Background 1 Alert Incident User Affecte:

83 Alert Severity -Sev.. ¥ X | 3 DateAlertAlertDat. ™ X | o Alert Count x 1, Alert Incident User Assigne
%5 Management Pack-. ¥ X 17 Alert Incident User Billable |
1 Alert Indident User Createc

Figure 38

Next we will create an Analytic Grid using a similar approach. In this grid we want to see the number of
VMware alerts by name, and we want to sort that list descending so the most common alert type shows at
the top, as shown in Figure 39 below.
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Z Alert Incident User Billable }
17 Alert Incident User Createc
Figure 39

Now that we have a few items to use in our dashboard, let us go ahead and create one. After clicking the

new dashboard button, we chose a 2-column template, as shown in Figure 40 below.

Select a Dashboard Page Template E3

— Template:
1 Zone 2 I3 2 Rows 3 Columng 3 Rows Column, Split  Header, 2
Column Columns

2 Columns Dashboard

Create a new dashboard that has two vertical zones,

=

QK I Cancel |

A

Figure 40

Now we can arrange our two dashboard bits by dragging them into the zones on the dashboard template,

as shown in Figure 41 below.
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Figure 41

Before we finish though, we'd like to add another page to this dashboard that hosts the custom SSRS
report we created in the Monitoring Alerts section of this white paper. We choose Reporting Services from
the content creation ribbon, enter our server name, and choose our custom report from the list, as shown

in Figure 42 below.
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Figure 42

With that added to our PerformancePoint Content listing, we add a new page to our VMware Alert
Dashboard with one zone and drag the custom report into place, as shown in Figure 43 below.

Editor Properties | Details b2

e H@ Scorecards
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E_ﬂ PerformancePoint Content
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Pages
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4 |
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I < I Add

Eel B

Figure 43

That is everything we want on our dashboard for now. After deployment, we can now navigate to the
dashboard on our SharePoint Site and see it live. See Figure 44 below.
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. IT Analytics * VMware Alerts
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Figure 44
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Unlike many other dashboards, PerformancePoint dashboards are highly interactive when we use IT
Analytics Cubes as a source for the charts and reports. At first glance, the VM Balloon Memory Usage
alert pops out at us again, and we want to drill into it further. We can right-click on the Alert Count cell and
choose Decomposition Tree to do further analysis. See Figure 45 below.

VMware Alert Table by Host
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After opening the Decomposition Tree we can explore our IT Analytics SCOM Alerts Cube directly from
within our SharePoint site and drill down, level by level, "decomposing" the data by adding criteria one at
a time. The Decomposition Tree is a great example of the powerful capabilities built into SharePoint
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specifically to leverage OLAP cubes. This is shown in Figure 46 below.
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Figure 46

Analytic Grids are not the only place we can further slice the data. Figure 47 below shows how we can
right-click on a value in an Analytic Chart and drill down to an attribute such as the Host Name to get
further insight without leaving the browser.
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IT Analytics * VMware Alerts
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Figure 47

Finally, let us examine how that custom SSRS report that uses our SCOM Alerts cube looks in our
dashboard. Choosing the link at the top of the page to navigate to our report, we can now see the report
we had designed by dragging and dropping attributes from our SCOM Alerts cube directly within
SharePoint.See Figure 48 below.
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. IT Analytics * Custom SSRS Report

VMware Alert Dashboard : YMware Alerts | Custom SSRS Report

VMware Alerts Custom Report -
4 4 of22 b bl [100% = Find | Next B - @ & B
VMware Alerts
' )
Alerts by Severity
500 ) Warning
| Informational
W Critical

= 400 -

=

I 200

0
2011-05-07 2011-05-12 2011-05-17
Axis Title
- .
ESX Host Alert Name Alert Date Alert Count
10.21.11 nworks ViMware: ESX Host Available Memory has dropped 2011-05-03 2
below threshold
2011-0517 1 =l
Figure 48
Conclusion

The combination of IT Analytics, System Center, and SharePoint has proven to be a very flexible and
powerful platform to create a Business Intelligence portal to help manage our Private Cloud. We can
create visually informative charts and graphs that we can drill into for additional insight, and share them
with others in our organization. We can even leverage the familiar SharePoint portal to share this

information with everyone on our team.

We accomplish all of this without having to ask our DBASs to toil over complex business questions that
they may or may not be successful in fully answering for us. No longer do we have to guess or be left with

partial responses that are often outdated.

IT Analytics for Microsoft System Center empowers us with knowledge about the health, availability, and
performance of our Private Cloud and Virtualization environment.
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